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Operating Systems – Case Study Spring 2026

Executive Summary

This case study analyses Ubuntu 24.04 LTS, focusing on its operating system core com-
ponents and practical implementation. The analysis covers process and thread man-
agement, scheduling, synchronisation, memory management, kernel architecture, and
security. Ubuntu uses systemd as init, NPTL for threading, and the Completely Fair
Scheduler (CFS) with real-time policies. Process creation relies on fork/clone with
copy-on-write. Memory management employs virtual memory, demand paging, and an
OOM killer; swap was disabled on the test system. The kernel is monolithic with loadable
modules, supporting 364 system calls on x86_64. Security is layered: DAC, capabilities,
and AppArmor.

The legal and ethical evaluation confirms Ubuntu’s commitment to open-source licensing
(GPL) and user privacy (telemetry off by default). Accountability is maintained via CVE
tracking and timely security updates.

The practical implementation demonstrated successful VM setup, installation of monitoring
tools (htop, strace, top), process and thread analysis, system call tracing, and stress
testing. The system remained stable under CPU, memory, I/O, and combined loads.
Benchmarks provided quantitative performance metrics.

Overall, Ubuntu proves to be a robust, secure, and well-documented operating system
suitable for academic study and real-world deployment.
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1. Introduction

Ubuntu is a widely used Linux distribution based on Debian, known for its ease of use,
regular long-term support (LTS) releases, and strong community backing. This case
study aims to apply theoretical operating system concepts to a real-world Ubuntu 24.04
LTS system, running as a guest on Oracle VirtualBox. The objectives are threefold:
first, to analyse core OS mechanisms including process and thread management, CPU
scheduling, synchronization, memory management, kernel architecture, and security;
second, to evaluate legal and ethical aspects such as licensing, privacy, security ethics,
and accountability; and third, to gain hands-on experience by installing monitoring tools,
observing system behaviour, tracing system calls, and performing stress tests.

All experiments were conducted on a virtual machine with 6 GB RAM, 6 CPU cores, and
a 25 GB disk. Screenshots and command outputs are provided as evidence throughout
the report. This document is organised into three main parts: Operating System Analysis
(Section 2), Legal and Ethical Judgment (Section 3), and Operating System Implementation
(Section 4), followed by a conclusion and references.
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2. Operating System Analysis

2.1. Process and Threads

Ubuntu 24.04 uses the systemd init system, which runs as PID 1. The process model
is based on fork() and clone() system calls, with copy-on-write (COW) optimisation.
Threads are implemented using the Native POSIX Thread Library (NPTL) with a 1:1
mapping (user threads to kernel threads).

Init system and process hierarchy The init system is confirmed by checking PID
1. Figure 1 shows the output of ps -p 1 -o comm=, which returns systemd, confirming
that Ubuntu uses systemd as its init system.

Figure 1: Output of ps -p 1 -o comm= showing systemd as PID 1.

The process tree, shown in Figure 50, reveals that systemd is the root of all user-space
processes, managing services such as NetworkManager, ModemManager, gnome-shell, and
others.

Figure 2: Process hierarchy displayed by pstree -p. systemd(1) is the ancestor of all
processes.

Thread limits and NPTL The maximum number of threads allowed system-wide is
given by /proc/sys/kernel/threads-max. On this system, the limit is 46,730 (Figure 3).
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The NPTL version is 2.39, confirming that Ubuntu uses the modern, scalable threading
implementation (Figure 4).

Figure 3: System-wide thread limit: 46,730 threads.

Figure 4: NPTL version 2.39 – the default threading library.

To observe actual threads, we examined processes including Firefox and systemd services.
Figure 5 shows a partial output of ps -eLf, where each line represents a thread (the
second column is the thread ID). Firefox runs multiple threads, as indicated by repeated
PIDs with different LWP (lightweight process) numbers.

Figure 5: Partial output of ps -eLf | grep -E "firefox|systemd" showing multiple
threads (each line is a distinct thread).

Process creation: fork, clone, and execve Process creation in Linux is performed
via fork() (or the more general clone()) followed by execve(). The first example
(Figure 57) traces only process-related system calls while running ls. Only execve and
exit_group appear, because ls does not create any child processes.

Figure 6: Tracing process calls with strace -f -e trace=process ls. Only execve
and exit_group are visible.
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A more illustrative example is shown in Figure 7. Here, bash -c "echo hello" is traced
for fork, clone, and execve. The output shows an execve of bash, but no fork or
clone appears because the echo command is built into bash (it does not spawn a separate
process). If we had used an external command (e.g., /bin/echo), a clone would appear.

Figure 7: Tracing fork, clone, and execve while running bash -c "echo hello". Only
execve of bash is visible because echo is a built-in.

The grep COW command returned empty, indicating that the kernel configuration symbol
for copy-on-write is not exposed in the standard boot config – this is normal for production
kernels. Nevertheless, COW is an integral part of the fork/clone mechanism in Linux,
avoiding unnecessary copying of memory pages until a write occurs. While the configuration
symbol is not visible in the boot config, copy-on-write is enabled by default in the Linux
kernel and remains fully functional for all process creation operations.

In summary, Ubuntu’s process and thread management relies on a mature, POSIX-compliant
model with NPTL, a hierarchical process tree rooted at systemd, and efficient process
creation via fork/clone with copy-on-write.

2.2. Process Scheduling

Ubuntu 24.04 uses the Completely Fair Scheduler (CFS) as the default scheduler for
normal processes, together with real-time policies (SCHED_FIFO, SCHED_RR) for time-critical
tasks. The scheduler behaviour is controlled by a set of tunable parameters exposed via
sysctl.

Scheduler parameters Figure 8 shows the output of sysctl -a | grep sched and
related commands. Key parameters include:

• sched_cfs_bandwidth_slice_us = 5000 – the time slice (5ms) for CFS bandwidth
control.

• sched_rr_timeslice_ms = 100 – the time quantum for round-robin real-time tasks.

• sched_rt_runtime_us = 950000 and sched_rt_period_us = 1000000 – real-time
tasks are limited to 95% of CPU time per second, preventing starvation of normal
processes.
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Figure 8: Scheduler parameters in Ubuntu 24.04, showing CFS and real-time tunables.

Nice values and process priorities The CFS uses nice values (from –20 to +19) to
assign weights to processes. Lower nice values (more negative) give higher priority and
more CPU time. Regular users can only increase the nice value (lower priority); decreasing
the nice value (raising priority) requires sudo.

Figure 9 demonstrates two sleep 300 processes: one started with nice -n 19 (lowest
priority, nice = 19, priority = 0) and another with sudo nice -n -10 (higher priority,
nice = –10, priority = 29). The ps output clearly shows the difference.

7



Operating Systems – Case Study Spring 2026

Figure 9: Process priorities: a process with nice 19 (low priority) and a process with nice
–10 (high priority).

From the demonstration, we observe the following results (Table 1):

PID Nice (NI) Priority (PRI) Command
18797 19 0 sleep 300 (low priority)
18800 –10 29 sleep 300 (high priority)

Table 1: Summary of nice values and corresponding kernel priority values.

In the Completely Fair Scheduler, lower nice values indicate higher CPU priority.
The process with nice −10 (higher priority) receives significantly more CPU time under
contention than the process with nice 19 (lower priority). The PRI column shows internal
kernel scheduling weights, where—for this specific CFS implementation—the values map
inversely to the nice scale (higher PRI numbers correspond to processes with lower nice
values). This reflects the CFS internal accounting where negative nice values increase the
process’s scheduling weight, regardless of the numeric PRI display.

Real-time scheduling policies Ubuntu supports SCHED_FIFO (First In, First Out)
and SCHED_RR (Round-Robin) for real-time tasks. Figure 10 shows the available policies
and priorities using chrt -m. A process can be launched with SCHED_FIFO and a priority
(1–99) using sudo chrt -f 50 sleep 1000. The ps output then shows the policy (FF
for FIFO) and the real-time priority.
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Figure 10: Demonstration of real-time scheduling policies: chrt -m lists available policies,
and a process is started with SCHED_FIFO priority 50.

In summary, Ubuntu’s scheduler combines CFS for fairness with real-time policies for
deterministic behaviour. The tunable parameters allow system administrators to fine-tune
CPU allocation, and the nice-value mechanism provides a simple way to influence process
priority.

2.3. Synchronization & Deadlock

Ubuntu provides several inter-process communication (IPC) mechanisms, including Sys-
tem V IPC (shared memory, message queues, semaphores) and POSIX IPC (futexes,
message queues). Deadlock detection is not enabled by default in production kernels for
performance reasons.

Inter-Process Communication (IPC) System V IPC objects can be inspected using
the ipcs command. Figure 11 shows the output for shared memory, message queues,
and semaphore limits on the system. A shared memory segment (key 0x774a962d) and a
message queue (key 0xcfd5ae13) were created as test objects. The limits indicate that
the system can handle up to 32,000 message queues, 4,096 shared memory segments, and
32,000 semaphore arrays – generous values suitable for most workloads.
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Figure 11: System V IPC objects and limits: shared memory segments, message queues,
semaphores, and their respective system limits.

Fast user-space mutexes (futexes) Modern Linux systems use futexes as the low-level
building block for most user-space synchronization primitives (mutexes, condition variables,
etc.). Figure 12 shows the kernel symbols related to futexes, confirming that the futex
subsystem is present and active. POSIX message queues (mqueue) are not mounted by
default; they can be enabled with sudo mount -t mqueue none /dev/mqueue.
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Figure 12: Kernel symbols for futexes, showing that the futex subsystem is available.

Deadlock detection in the kernel Production kernels (including Ubuntu’s default
kernel) disable detailed deadlock detection (e.g., CONFIG_LOCK_STAT) to avoid performance
overhead. Figure 13 demonstrates this: /proc/lock_stat is not available, and the kernel
configuration shows CONFIG_LOCKDEP_SUPPORT=y but CONFIG_LOCK_STAT is not set. This
means the kernel can track lock dependencies for debugging only if a special debug kernel
is compiled – not in a standard installation. Consequently, Ubuntu relies primarily on
deadlock prevention and avoidance strategies (such as strict locking hierarchies and
lock ordering in kernel code) rather than runtime detection, ensuring system stability
without the performance penalty of continuous lock monitoring.

Figure 13: Lock debugging is not enabled in the production kernel; /proc/lock_stat
does not exist and CONFIG_LOCK_STAT is not set.

In practice, user-space deadlocks can be detected using tools like valgrind –tool=helgrind
or by analysing hung processes via strace. The kernel itself provides a hung task detector
(/proc/sys/kernel/hung_task_timeout_secs), which reports processes stuck in D-state
for a configurable period – a basic safeguard against deadlock-like conditions.

2.4. Memory Management

Ubuntu uses a virtual memory system with demand paging, copy-on-write, and swap (if
configured). The kernel exposes detailed memory statistics and tunable parameters via
/proc/meminfo, /proc/$/maps, and /proc/sys/vm/.

Virtual memory and memory maps Figure 14 shows the output of cat /proc/meminfo,
vmstat -s, swapon -s, and free -h. The system has approximately 5.8 GiB of total
RAM, with 2.7 GiB available. Swap is disabled (0 B total), meaning all memory allocations
must fit in physical RAM; the OOM killer will be invoked if memory is exhausted.
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Figure 14: Memory statistics from /proc/meminfo, vmstat, and free -h. Swap is
disabled.

The memory map of a process (here the current shell) is shown in Figure 15. Each line
represents a virtual memory region, with permissions (r-xp for code, rw-p for data), offset,
device, inode, and pathname. The heap appears as an anonymous region ([heap]). The
output confirms that the bash executable is mapped with different segments (read-only,
executable, read-write).
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Figure 15: Memory map of the current shell process (PID stored in $), showing code, data,
heap, and shared library mappings.

OOM (Out-of-Memory) killer When the system runs out of memory, the OOM
killer selects a process to terminate based on an oom_score. Figure 16 shows the relevant
settings:

• oom_kill_allocating_task = 0 – the OOM killer does not automatically kill the
task that triggered the OOM condition; it uses a heuristic to choose a victim.

• panic_on_oom = 0 – the system will not panic; it will attempt to recover by killing
a process.

• The current shell’s oom_score is 800 (higher scores are more likely to be killed).

Figure 16: OOM killer parameters: oom_kill_allocating_task, panic_on_oom, and the
oom_score of the current shell.

Dirty pages and writeback The dirty_ratio parameter (Figure 15 also shows
dirty_ratio = 0) controls when dirty pages are written to disk. A value of 0 means the
system uses the default percentage (often 20% of memory). The Dirty: 1284 kB line in
/proc/meminfo indicates 1.28 MiB of dirty pages waiting to be written to disk.

In summary, Ubuntu’s memory management provides full virtual memory with per-process
address spaces, tunable OOM behaviour, and detailed accounting via procfs. The absence
of swap forces the system to rely entirely on physical RAM, making the OOM killer a
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critical component.

2.5. Kernel Architecture Evaluation

Ubuntu uses a monolithic kernel (the Linux kernel) with support for loadable kernel
modules. This design combines the performance of a monolithic kernel with the flexibility
of dynamically loading drivers and filesystems.

Kernel information and configuration Figure 17 shows the kernel version and a
portion of its configuration. The kernel is 6.17.0-19-generic, compiled with GCC 13,
and includes PREEMPT_DYNAMIC (allowing the preemption model to be changed at runtime).
The configuration also confirms that module loading is enabled (CONFIG_MODULES=y) and
that various compression methods for the kernel image are supported.

Figure 17: Kernel version (uname -a) and a partial kernel configuration
(/boot/config-(uname − r)).

Modular architecture: loadable modules The kernel is monolithic because all core
subsystems (scheduling, memory management, IPC) are compiled into a single binary.
However, device drivers and filesystems can be loaded as modules. Figure 18 lists the
currently loaded modules using lsmod. Examples include vboxsf (VirtualBox shared
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folders), snd_intel8x0 (sound driver), and ahci (SATA controller). The “Used by”
column shows module dependencies (e.g., vboxguest is used by vboxsf).

Figure 18: Loaded kernel modules (lsmod) showing module names, sizes, and dependency
counts.

Module dependencies and the module directory are examined in Figure 19. The modinfo
ext4 command reveals that the ext4 filesystem is built into the kernel (“builtin”) – a com-
mon optimisation for critical filesystems. Other modules reside in /lib/modules/$(uname
-r)/kernel/, organised by subsystem (e.g., fs/, drivers/, net/).
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Figure 19: Module information for ext4 (builtin) and the directory structure of loadable
modules.

System call interface User-space programs interact with the kernel via system calls.
Ubuntu on x86_64 supports 364 system calls, as shown in Figure 20. The first 20 system
calls are listed, including fundamental operations like read, write, open, close, mmap,
and brk. This interface provides a stable boundary between user and kernel space.
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Figure 20: Number of system calls (364) and the first 20 entries of the x86_64 system call
table.

In summary, Ubuntu’s kernel architecture follows the classic monolithic model with dynamic
module loading, offering both performance and extensibility. The system call interface
abstracts hardware and provides a secure, controlled entry point for user processes.

2.6. OS Security Model

Ubuntu implements a multi-layer security model combining traditional Unix discre-
tionary access control (DAC) with mandatory access control (MAC) via AppArmor,
plus fine-grained capabilities.

User and permission model (DAC) Figure 21 shows the output of id, ls -la
/etc/passwd, and sudo -l. The user vboxuser has UID 1000, GID 1000, and is a
member of the sudo group. The /etc/passwd file is world-readable but only writable by
root (permissions -rw-r–r–). The sudo -l output confirms that the user can run any
command as any user ((ALL : ALL) ALL) – a typical configuration for administrative
accounts.
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Figure 21: User identity, file permissions on /etc/passwd, and sudo privileges.

Capabilities: fine-grained privileges Linux capabilities break down root privileges
into small, independent units. Figure 22 shows the current capability sets for the user shell
(bounding, ambient, IAB) and the file capabilities of /bin/ping. The getcap /bin/ping
output reveals cap_net_raw=ep, meaning the ping command can create raw network
sockets without being setuid root – a safer alternative.

Figure 22: Process capabilities (capsh –print) and file capabilities of /bin/ping.

Mandatory Access Control: AppArmor Ubuntu uses AppArmor as its MAC
system. Figure 23 shows the output of sudo aa-status. AppArmor profiles are stored
in /etc/apparmor.d/, and the command lists the currently loaded profiles, their modes
(enforce, complain, prompt, kill, unconfined), and any active processes constrained by
them.
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Figure 23: AppArmor status showing loaded profiles, modes, and confined processes.

Additional inspection (extended screenshots not shown here) reveals that many snap
applications (e.g., snap.snap-store) run in enforce mode, while some user applications
(e.g., nautilus) are unconfined but have a profile defined. The kernel enforces AppArmor
rules unless a profile is set to complain mode. This provides mandatory access control
beyond traditional Unix permissions, limiting the damage from compromised processes.

In summary, Ubuntu’s security model combines DAC (users, groups, file permissions),
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capabilities (fine-grained root privileges), and AppArmor MAC to provide defence in
depth.

20
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3. Legal and Ethical Judgment in OS

3.1. User Privacy

Ubuntu includes optional telemetry that can be enabled during installation. Figure 24 shows
the output of snap get system, which displays the telemetry configuration structure (the
{...} indicates nested settings). The minimal output suggests that telemetry is either
disabled or not actively collecting data on this system. Users can further control data
collection via the ubuntu-report tool and system privacy settings. Ethically, Ubuntu
balances the need for improving user experience (via anonymised usage statistics) with
the right to privacy. The default behaviour (telemetry off) respects user choice, aligning
with best practices in open-source communities.

Beyond telemetry, Ubuntu respects user privacy through several design decisions. For
instance, the system does not automatically send crash reports or usage data unless
the user explicitly opts in during installation or via the “Privacy” settings panel. The
whoopsie service (Ubuntu’s error reporting tool) is configured to anonymise crash dumps
before transmission, stripping personally identifiable information such as usernames or
IP addresses. Furthermore, Ubuntu’s package management system (apt) does not track
which packages a user installs; only the repository mirrors are contacted, and no unique
identifiers are attached to download requests. This approach minimises the exposure of
user behaviour to external parties.

From a legal perspective, Ubuntu complies with the General Data Protection Regulation
(GDPR) and similar privacy frameworks by providing clear privacy policies and allowing
users to delete collected data upon request. Canonical, the company behind Ubuntu,
publishes a detailed privacy statement that explains what data is collected, how it is used,
and how long it is retained. For organisations deploying Ubuntu in enterprise environments,
the ability to completely disable telemetry via system policies ensures compliance with
internal data protection requirements. Ethically, Ubuntu’s transparent, user-controlled
telemetry model serves as a benchmark for how operating systems can balance functionality
with privacy.

21
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Figure 24: Telemetry settings from snap get system showing configuration structure.

3.2. System Security

Ubuntu’s security model is built on multiple layers: discretionary access control (DAC),
capabilities, and mandatory access control via AppArmor (as detailed in Section 2.6).
Security updates are delivered regularly through the apt package manager, and critical
vulnerabilities are tracked as CVEs (Common Vulnerabilities and Exposures). Ubuntu
follows a responsible disclosure policy: security issues are reported privately to maintainers,
who then develop and test patches before public release. The trade-off between security
and user freedom is evident in AppArmor – it restricts processes by default, but users can
modify or disable profiles if needed. This design respects both safety and flexibility.

Figure 25 summarises additional security measures integrated into Ubuntu:

• Filesystem Features: Secure storage with encryption (e.g., LUKS, eCryptfs) and
fine-grained access controls.

• SYN Cookies: Protects against SYN flood attacks by managing TCP connection
requests without exhausting memory.

• Cloud PRNG Seed: Provides randomness for cryptographic operations, essential
for secure key generation.

• Firewalls & Upgrades: Robust packet filtering (via ufw or iptables) and proactive
security updates.

• AppArmor: Enforces security policies to limit application permissions, confining
even privileged processes.
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Figure 25: Key security measures in Ubuntu, illustrating its defence-in-depth approach.

These features collectively ensure that Ubuntu meets modern security standards while
maintaining usability. From an ethical standpoint, Ubuntu’s transparent security practices
and proactive patch management demonstrate a commitment to protecting users without
compromising their control over the system.

3.3. Intellectual Property

Ubuntu is composed almost entirely of free and open-source software. The kernel is
licensed under the GNU General Public License (GPL) version 2, which requires that any
distributed modifications to the kernel be made available under the same license. Figure 26
shows the /etc/legal file, which states that the programs are free software and that
distribution terms are described in /usr/share/doc/*/copyright. The kernel version
(6.17.0-19-generic) is also displayed. Ubuntu complies with all licensing requirements
by providing source code, copyright notices, and license texts. The GPL ensures that users
have the freedom to run, study, modify, and redistribute the software – a cornerstone of
ethical open-source development.

Beyond the kernel, Ubuntu includes thousands of packages under various open-source
licences (MIT, BSD, Apache, LGPL, etc.). Each package’s licence terms are documented in
its copyright file, and the system provides tools like licensecheck and debian/copyright
to audit licence compliance. This transparency allows organisations to legally use Ubuntu
in commercial products without fear of licence violation, provided they adhere to the
terms (e.g., redistributing source code for GPL-licensed components).

From an ethical perspective, Ubuntu’s commitment to free software promotes the “four
freedoms” defined by the Free Software Foundation: the freedom to run the program for any
purpose, to study and modify it, to redistribute copies, and to distribute modified versions.
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These freedoms empower users and developers, fostering innovation and collaboration.
However, they also impose responsibilities: derivative works must respect the original
licences. Ubuntu’s legal team actively ensures that no proprietary code is inadvertently
included, and Canonical has defended the GPL in court, demonstrating a strong ethical
stance on intellectual property.

Moreover, Ubuntu’s use of trademarks (e.g., the Ubuntu name and logo) is carefully
managed to prevent confusion while still allowing community distribution. The “Ubuntu
Trademark Policy” permits non-commercial redistribution as long as the trademarks are
not misused, striking a balance between brand protection and open-source sharing. This
nuanced approach to intellectual property exemplifies how an OS can respect both legal
requirements and ethical values of openness.

Figure 26: Ubuntu legal information and kernel release version.

3.4. Accountability & Responsible Use

Ubuntu demonstrates accountability through transparent vulnerability tracking and timely
security updates. The Ubuntu Security Team publishes CVEs and maintains a security
notice mailing list. System administrators can review applied updates via apt list
–upgradable and /var/log/apt/history.log. Responsible use of computing resources
is enforced by the kernel’s Completely Fair Scheduler (CFS) and memory management
(OOM killer, swap), which ensure that no single process can starve others. Additionally,
Ubuntu provides a Code of Conduct for its community, promoting ethical behaviour
among contributors and users. Together, these mechanisms ensure that Ubuntu is not
only technically robust but also ethically accountable.

To deepen accountability, Ubuntu employs a public bug tracker (Launchpad) where
security issues are documented, discussed, and resolved. Every patch is reviewed and
signed, creating an audit trail that can be inspected by anyone. This transparency allows
independent security researchers to verify fixes and hold Canonical accountable. Further-
more, Ubuntu participates in the CVE (Common Vulnerabilities and Exposures)
programme, assigning unique identifiers to each vulnerability. Organisations can use
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these identifiers to track which patches apply to their systems, enabling precise risk
management.

Responsible use of resources extends beyond CPU and memory. Ubuntu’s power man-
agement features (e.g., TLP, power-profiles-daemon) reduce energy consumption, con-
tributing to environmental sustainability – an often-overlooked ethical dimension. The
system also includes tools like iotop and htop that allow users to monitor resource usage
and identify misbehaving applications, fostering a culture of responsible computing.

From a legal accountability perspective, Ubuntu’s warranty disclaimer (shown in
/etc/legal) explicitly states that the software is provided “AS IS” without warranties.
This is standard for open-source software and limits Canonical’s liability. However,
Canonical offers paid support and enterprise agreements (Ubuntu Pro) that include
service-level commitments, demonstrating that accountability can be scaled for commercial
users.

Finally, Ubuntu’s Code of Conduct applies to all community interactions – mailing lists,
forums, IRC channels, and code contributions. It prohibits harassment, discrimination,
and other unethical behaviours, and provides a reporting mechanism. By enforcing this
code, Ubuntu creates a safe and inclusive environment, which is an ethical imperative for
any large open-source project.

3.5. Ethical Implications of Security Design Choices

Beyond technical measures, Ubuntu’s design choices carry important ethical implications.
For example, the decision to disable swap by default (as observed in our test system) forces
the OOM killer to intervene more aggressively – an ethical trade-off between performance
predictability and system stability. While disabling swap improves performance on systems
with abundant RAM, it can lead to abrupt process termination under memory pressure.
An ethically responsible design would either enable swap by default or provide clearer
warnings during installation. Ubuntu’s current approach favours performance, potentially
sacrificing stability for desktop users.

Similarly, AppArmor’s “complain” mode allows administrators to test policies without
enforcement, balancing security with operational flexibility. This is ethically sound because
it avoids breaking applications while still gathering logs that can be used to refine policies.
However, some distributions (like Fedora with SELinux) enforce strict policies by default,
which may be more secure but less user-friendly. Ubuntu’s choice reflects a value judgement
that usability should not be sacrificed unnecessarily.

Ubuntu’s optional telemetry respects user consent, a principle rooted in ethical data
handling. Yet the telemetry prompt appears only during installation; users who skip
through installation may never be aware of it. A more ethical design would periodically
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remind users of their privacy choices or provide a prominent settings panel. Nevertheless,
Ubuntu’s implementation is more privacy-respecting than many commercial operating
systems that collect data by default with obscure opt-out options.

The use of SYN cookies (enabled by default) protects against denial-of-service attacks
without user intervention. This is an example of a proactive ethical safeguard: the system
anticipates harm and mitigates it automatically, reducing the burden on administrators.
Likewise, the Cloud PRNG Seed feature ensures that cryptographic randomness is
available even on headless servers, preventing predictable key generation – a critical ethical
requirement for systems handling sensitive data.

Finally, Ubuntu’s firewall defaults (no inbound ports open) reflect a “security first”
ethic: by default, the system is closed to unsolicited external connections. This minimizes
the attack surface and protects inexperienced users. Advanced users can open ports using
ufw, but the responsibility is transferred explicitly. This design respects the principle of
least privilege and aligns with ethical guidelines for secure software distribution.

In summary, Ubuntu’s security and ethical design choices are the result of deliberate
trade-offs between competing values: privacy vs. functionality, usability vs. strict enforce-
ment, and performance vs. stability. While no system is perfect, Ubuntu’s transparent,
community-driven model allows these trade-offs to be debated and improved over time,
embodying the ethical spirit of open-source development.
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4. Operating System Implementation

4.1. Virtual Machine Setup

Ubuntu 24.04.4 LTS was installed as a guest operating system using Oracle VirtualBox
7.2.6 on a Windows host. The ISO image was downloaded from the official Ubuntu website
(Figure 31). VirtualBox was configured with 6 GB RAM, 6 CPU cores, and a 25 GB
dynamically allocated virtual disk. The installation process followed the standard Ubuntu
Desktop installer, selecting the default partitioning and user account creation.

Figure 27: Ubuntu 24.04 LTS download
page.

Figure 28: Download button for the ISO
image.

Figure 29: Downloading the VirtualBox in-
staller and ISO.

Figure 30: VirtualBox installation com-
pleted.

Figure 31: VM setup steps: (a) Ubuntu website, (b) download button, (c) downloading
process, (d) VirtualBox installed.

4.2. Operating System Installation

The Ubuntu 24.04.4 LTS ISO was loaded into VirtualBox. The VM was named “ubuntu”,
assigned 6 GB RAM, 6 CPU cores, and a 25 GB dynamic disk. The unattended installation
set the username vboxuser and password. After booting, the Ubuntu desktop environment
loaded successfully. Figure 40 documents the key steps.
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Figure 32: Naming VM and selecting ISO. Figure 33: Setting user name and password.

Figure 34: Allocating memory and CPU. Figure 35: VirtualBox Manager interface.

Figure 36: Booting Ubuntu installer. Figure 37: Welcome screen after installa-
tion.

Figure 38: Login screen. Figure 39: Ubuntu desktop ready.

Figure 40: Operating system installation steps: (a) VM naming, (b) credentials, (c)
hardware resources, (d) VirtualBox manager, (e) booting, (f) welcome, (g) login, (h)
desktop.
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4.3. Installation of System Monitoring and Tracing Tools

The required tools (htop, strace, top, ps) were installed using apt. Figure ?? shows the
key steps: updating the package list, installing htop and strace, and verifying the tools
with top and htop output.

Figure 41: Initial apt update command.

Figure 42: Fetching package lists from Ubuntu repositories.
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Figure 43: Installing htop and strace.

Figure 44: top output after installation showing system load and processes.

Figure 45: Detailed top view with CPU and memory usage.
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Figure 46: htop interactive process viewer.

4.3.1 Observing Running Processes

The command ps aux provides a static snapshot of all processes currently running on the
system. Figure 47 shows the beginning of this output. Each line represents a process or a
kernel thread, with columns for:

• USER – owner of the process.

• PID – process ID.

• %CPU – CPU usage since last update.

• %MEM – share of physical memory.

• VSZ – virtual memory size (KiB).

• RSS – resident set size (physical memory, KiB).

• TTY – controlling terminal.

• STAT – process state (e.g., S=sleeping, R=running, I=idle kernel thread, T=stopped,
Z=zombie).

• START – time the process started.

• TIME – total CPU time used.

• COMMAND – command line (kernel threads are shown in square brackets).
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Figure 47: Partial output of ps aux showing the first group of processes including systemd
(PID 1) and kernel threads.

To inspect threads, ps auxH displays each thread as a separate line. Figure 48 shows the
output of ps auxH alongside an interactive top session. In ps auxH, multiple threads
belonging to the same process share the same PID but have distinct thread IDs (LWP).
For example, gnome-shell and firefox spawn several threads, each with its own resource
consumption. The top command provides real-time updates of CPU and memory usage,
sorted by the most active processes. Pressing H in top toggles thread view, allowing
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fine-grained monitoring.

Figure 48: Thread view (ps auxH) and interactive top.

Real-time monitoring with htop While ps gives a static view, htop (Figure 49)
provides an interactive, real-time interface. The top section shows per-CPU core usage
(here very low, e.g., 0.6%, 4.5%), memory and swap usage (swap is disabled), load average
(0.59, 0.93, 1.00), and uptime. The lower section lists processes in a sortable table.

In this particular screenshot, the system is mostly idle. All visible processes are system
daemons or kernel threads: systemd, systemd-journald, avahi-daemon, polkitd, snapd,
and others. No user application (e.g., gnome-shell, firefox) is consuming measurable
CPU. This demonstrates that htop can be used to inspect the system even when it is
not under heavy load, showing the baseline set of services that run on a typical Ubuntu
desktop.
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Figure 49: Interactive process viewer htop showing system daemons and kernel threads
under low load.

The htop interface also allows sending signals (e.g., SIGTERM, SIGKILL) to processes,
changing their nice values, and filtering the display – all of which are useful for system
administration and debugging.

4.3.2 Identifying Parent-Child Relationships

Understanding the hierarchical relationship between processes is essential for process
management, debugging, and security auditing. In Ubuntu, every process except the init
system has a parent process (PPID). The init system (PID 1, systemd) is the root of the
process tree.

Using pstree to visualise the process tree The command pstree -p displays the
full process hierarchy in a tree format, with PIDs shown in parentheses. Figure 50 shows
a partial output from the system. Key observations include:

• systemd(1) is the root of all user-space processes.

• Direct children of systemd include ModemManager(968), NetworkManager(24694),
accounts-daemon(766), avahi-daemon(716), cron(769), cups-browsed(1187),
gdm3(1173), and many others.

• The gdm3(1173) process spawns gdm-session-worker(1736), which in turn starts
gdm-wayland-session(1830) and eventually the user’s gnome-shell (not fully
shown here).

• Each child is indented under its parent, clearly showing the ancestry.
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Figure 50: Process tree output from pstree -p showing the hierarchical relationship
between processes. systemd (PID 1) is the root.

Using ps to find the parent of a specific process While pstree gives an overview, ps
-o pid,ppid,cmd -p <PID> shows the parent of a single process. Figure 51 demonstrates
this for PID 2080. The output indicates that PID 2080 (/usr/libexec/at-spi2-registryd)
has PPID 1763. One can then query PID 1763 to continue tracing upwards.

Figure 51: Using ps -o pid,ppid,cmd -p 2080 to show the parent PID (PPID) of a
specific process.

Why parent-child relationships matter

• Process termination: When a parent process terminates, its orphaned children
are reparented to PID 1 (systemd) or another designated subreaper.

• Resource accounting: Hierarchies allow resource limits (e.g., via cgroups) to be
applied to a group of related processes.

• Debugging: Knowing the parent helps trace the origin of a misbehaving process
(e.g., a runaway shell script).

• Security: Parent-child relationships are used in sandboxing and container technolo-
gies to isolate groups of processes.

In summary, pstree and ps provide complementary views of process ancestry, enabling
administrators to understand and manage the process tree effectively.
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4.3.3 Monitoring CPU and Memory Usage

Monitoring CPU and memory usage is critical for system performance analysis, capacity
planning, and troubleshooting. Ubuntu provides several command-line tools that give
both real-time and historical views of resource consumption.

Real-time CPU and memory statistics with vmstat The command vmstat 1 10
reports system statistics every second for ten samples. Figure 52 shows the output. Key
columns include:

• procs: r – number of runnable processes (in run queue), b – processes in uninter-
ruptible sleep.

• memory: swpd – swapped memory (kB), free – free memory, buff – buffer memory,
cache – page cache.

• swap: si – swap in, so – swap out (kB/s). Here both are zero, confirming swap is
disabled.

• io: bi – blocks read from disk, bo – blocks written to disk.

• system: in – interrupts per second, cs – context switches per second.

• cpu: us – user time, sy – system time, id – idle, wa – I/O wait.

In the screenshot, the run queue (r) fluctuates between 0 and 6, indicating occasional
CPU contention. CPU usage shows moderate user (us) and system (sy) activity (e.g.,
12% user, 4% system in the first sample), with plenty of idle time. I/O wait (wa) is 0, so
the system is not disk-bound.

Figure 52: vmstat 1 10 output showing process, memory, swap, I/O, and CPU statistics.

Detailed memory usage per process with smem While free and vmstat give
system-wide memory totals, smem provides per-process memory statistics with advanced
metrics: USS (Unique Set Size – memory unique to the process), PSS (Proportional Set
Size – USS plus a fair share of shared memory), and RSS (Resident Set Size – total physical
memory used, including shared). Figure 53 lists the top memory consumers.
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Figure 53: Per-process memory usage with smem -r | head -20, showing USS, PSS, and
RSS.

Observations:

• firefox (PID 12495) uses the most memory: USS 664 MiB, PSS 720 MiB, RSS
864 MiB.

• gnome-shell (PID 1996) follows with USS 591 MiB, PSS 638 MiB, RSS 763 MiB.

• nautilus (PID 16241) consumes around 403 MiB USS.

• The difference between USS and RSS indicates significant shared memory usage
(e.g., shared libraries, graphics buffers).

Per-process CPU usage with pidstat The command pidstat 1 5 reports CPU
usage per process every second for five intervals. Figure 54 shows a sample. Columns
include %usr (user space CPU), %system (kernel space CPU), %wait (time waiting for
I/O), and %CPU (total usage, may exceed 100% on multi-core systems).
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Figure 54: pidstat 1 5 output showing CPU usage per process over five intervals.

In this example:

• gnome-shell (PID 1996) consistently consumes the most CPU (up to 122% in one
interval, spreading across multiple cores).

• firefox (PID 12495) and Isolated Web Co (PID 14334) also show significant CPU
usage (20–40%).

• Kernel threads like kcompacted0 and rcu_preempt contribute small amounts.

• The %wait column remains low (6%), indicating no I/O bottleneck.

Together, vmstat, smem, and pidstat provide a comprehensive toolkit for monitoring CPU
and memory usage at both the system and process levels. Administrators can use these
tools to identify resource hogs, verify scheduling fairness, and detect potential memory
leaks.
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4.3.4 Demonstrating Process Creation and Termination

Understanding how processes are created and terminated is fundamental to operating
system behaviour. In Ubuntu, process creation typically involves the fork() or clone()
system call followed by execve(). Termination occurs via exit() or by receiving a signal
such as SIGTERM or SIGKILL.

Creating a background process Figure 55 shows a simple demonstration. The
command sleep 300 & starts a sleep process in the background. The shell prints the
job number [1] and the process ID (PID) – here 37491. The echo $! confirms the PID
of the most recently backgrounded process. The ps output (top part of the figure) shows
the process with PID 37491, PPID 37453 (the parent shell), state S (sleeping), and the
command sleep 300. This confirms successful process creation.

Figure 55: Starting a background process with sleep 300 & and verifying its PID using
ps.

Terminating a process Once a process is running, it can be terminated by sending a
signal. The most common is SIGTERM (default for kill), which asks the process to exit
gracefully. If the process ignores it, SIGKILL (signal 9) forces termination.

Figure 56 demonstrates termination. The user runs kill 37491 (sending SIGTERM). After
the command, the ps monitoring (the top part of the figure) no longer shows the process
– it has been removed from the process table. The shell also prints a notification [1]
+ terminated sleep 300 (implied, though not fully captured in the screenshot). This
confirms that the process has terminated and its resources (memory, file descriptors, etc.)
have been released by the kernel.
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Figure 56: Terminating the background process using kill 37491 and verifying its
disappearance from ps.

Relevance to operating system concepts

• Process lifecycle: Creation (fork/exec) → running → termination (exit/kill).

• Signals: kill sends SIGTERM by default; the process can handle it or be forcibly
killed with SIGKILL.

• Process table: The kernel maintains a process table; upon termination, the process
becomes a zombie until the parent calls wait(). In this case, the shell (parent) reaps
the child, so no zombie remains.

• Resource cleanup: The kernel releases memory, open files, and other resources
associated with the terminated process.

This simple demonstration illustrates the core mechanics of process management that
underpin all multitasking operating systems.

4.4. System Call Tracing

System calls are the interface between user-space programs and the kernel. The strace
tool intercepts and records these calls, providing invaluable insight into program behaviour,
file access, process creation, and error conditions.

4.4.1 Using strace to Trace System Calls

Basic tracing of a simple command Figure 57 shows the output of strace ls. Every
system call made by the ls command is displayed in order. Key observations include:

• execve("/usr/bin/ls", ["ls"], ...) – the program is loaded and executed.

• brk(NULL) and mmap(...) – memory allocation for the process heap and shared
libraries.
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• openat(AT_FDCWD, "/etc/ld.so.cache", ...) – opening the dynamic linker
cache.

• read(...) – reading file contents.

• write(1, "total 8\n", 8) – writing output to standard output (file descriptor 1).

• exit_group(0) – terminating the process with exit code 0.

Figure 57: Output of strace ls showing system calls made by the ls command.

Summary of system calls with strace -c The -c flag provides a summary of system
call usage, including counts, errors, and total time. Figure 58 shows the summary for ls.
The most frequent calls are mmap (18 calls), openat (7 calls), close (9 calls), and fstat
(8 calls). There were 4 errors (likely from missing locale files). The total number of system
calls is 75.

41



Operating Systems – Case Study Spring 2026

Figure 58: Summary of system calls with strace -c ls.

Tracing child processes with -f When a program creates child processes (e.g.,
via fork or clone), the -f flag traces them as well. The command strace -f -o
strace_ls_output.txt ls -l (Figure 59) redirects the trace to a file. The content of
that file (provided in the text) shows each system call prefixed with the PID (e.g., 38119).
The trace includes openat, read, write, close, mmap, statx, getdents64, and even
socket calls (due to NSS lookups). Notably, there is no fork or clone because ls does
not spawn child processes. The final lines show write calls to output the directory listing
and exit_group.

Figure 59: Invocation of strace -f -o strace_ls_output.txt ls -l.

Relevance to operating system concepts Using strace, we can observe:

• Process lifecycle: execve, exit_group.

• Memory management: brk, mmap, munmap, mprotect.

• File I/O: openat, read, write, close, statx, getdents64.

• Synchronisation: futex (used internally by libc).

• Networking: socket, connect (even for ls, due to NSS lookups).

Thus, strace is an indispensable tool for understanding how user-space programs interact
with the kernel, diagnosing performance issues, and verifying correct system call usage.
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4.5. Analyzing System Calls Related to Process Creation and File Operations

System calls are the primary mechanism by which user-space programs request kernel
services. Using strace, we can isolate and analyse two critical categories: process creation
(fork, clone, execve) and file operations (open, read, write, close).

4.5.1 Process Creation System Calls

Process creation in Linux is typically achieved through fork() (or the more general
clone()) followed by an execve() to replace the process image. Figure 60 shows a
summary of such calls when running bash -c "ls; ps". The summary indicates two
execve calls (for the shell and for ls) and one clone call (to create the child process for
ls). The total time spent in these calls is 0.717ms.

Figure 60: Summary of process creation system calls (execve and clone) for bash -c
"ls; ps".

A detailed trace of process creation can be obtained with strace -f -e trace=fork,clone,execve,vfork.
For the command bash -c "echo ’Hello’; ls -l /tmp", the output (not shown as an
image) reveals that the shell first executes execve for itself, then another execve for the
ls command. No explicit fork or clone appears in this particular trace because echo is
a shell built-in and ls is executed directly by the shell without forking a separate process
for the built-in. However, when external commands are run, the shell does call clone to
create a child process. The summary in Figure 60 confirms that clone was used once.

These traces demonstrate that Ubuntu relies on clone (which is more flexible than
traditional fork) to create new processes, and execve to load new programs.

4.5.2 File Operations System Calls

File operations are among the most frequently used system calls. Figure 61 shows a
summary of file-related system calls for ls -la /home. The output includes openat, read,
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write, close, statx, and many others. The full trace (saved in file_ops_complete.txt)
shows the sequence of opening the dynamic linker cache, reading shared libraries, accessing
locale files, and finally reading directory entries.

Figure 61: Summary of file-related system calls for ls -la /home.

To illustrate file creation, the command strace -e trace=open,openat,write,close
bash -c "echo ’Test content’ > test_file.txt" was used. The resulting trace (saved
in file_ops_write.txt) shows:

• Multiple openat calls to load shared libraries.

• An openat call with flags O_WRONLY|O_CREAT|O_TRUNC to create test_file.txt
(file descriptor 3).

• A write call to write the string "Test content\n" to standard output (file descriptor
1), not to the file. (The redirection is handled by the shell before the trace; the
actual file write would appear if the command were echo ’Test content’ 1>
test_file.txt inside the traced shell.)

A more complete example is the combined trace (combined_trace.txt) for bash -c
"echo ’Hello’ > /tmp/test.txt; cat /tmp/test.txt". Here, we see:

• execve of bash.

• openat of /tmp/test.txt with O_WRONLY|O_CREAT|O_TRUNC (creation).

• write of "Hello\n".

• Then execve of cat.

• openat of the same file for reading (O_RDONLY).

• read of the content and write to standard output.
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These traces confirm that Ubuntu uses the standard POSIX file system calls, with openat
(rather than legacy open) being the default for most operations, supporting relative paths
and thread safety.

Thus, strace provides deep insight into both process lifecycle and file I/O, essential for
debugging and performance analysis.

4.6. Stress Testing and Performance Evaluation

Stress testing evaluates how the operating system behaves under extreme resource pressure.
Using the stress and sysbench tools, we examined Ubuntu’s CPU scheduling, memory
management, I/O handling, and overall stability.

CPU stress test The command stress –cpu 4 –timeout 60s creates four workers
that continuously compute square roots, saturating all available CPU cores. Figure 62
shows the invocation. During the test, htop (Figure 63) shows all CPU cores at nearly
100% usage. The load average increased from 1.96 to 3.67 after 30 seconds (Figure 64). The
system remained responsive because the Completely Fair Scheduler (CFS) still allocated
time to other processes (e.g., gnome-shell used 42% CPU, firefox 15%). The test
completed successfully without errors.

Figure 62: Initiating CPU stress test with stress –cpu 4 –timeout 60s.

Figure 63: htop during CPU stress: all cores near 100%, load average 3.21.
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Figure 64: Before, during, and after CPU stress: load average and top CPU consumers.

Memory stress test The command stress –vm 2 –vm-bytes 512M –timeout 60s
allocates and touches 512MiB of memory per worker (total 1GiB). Figure 65 shows the
command. During the test, free -h and /proc/meminfo (Figure 66) reported used
memory rising from 3.7GiB to 4.4GiB, with committed memory (Committed_AS) reaching
11GiB – far above physical RAM, demonstrating overcommit. Because swap was disabled,
the kernel relied on the OOM killer, but no process was killed because enough free memory
remained. The test completed successfully.

Figure 65: Memory stress command: stress –vm 2 –vm-bytes 512M –timeout 60s.

Figure 66: Memory usage during stress: free -h and /proc/meminfo showing increased
committed memory.

I/O stress test The command stress –io 4 –timeout 60s generates sync() calls,
creating I/O pressure. Figure 67 shows the invocation. The iotop output (Figure 68)
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reveals disk write activity from Firefox and the journaling daemon (jbd2), but the stress
workers themselves did not appear because stress –io does not perform actual disk
reads/writes – it only calls sync(). A more effective I/O stress would use stress –hdd
or sysbench fileio. Nonetheless, the system remained stable.

Figure 67: I/O stress command: stress –io 4 –timeout 60s.

Figure 68: iotop during I/O stress: disk writes from Firefox and filesystem journal.

Combined stress test The command stress –cpu 2 –io 2 –vm 1 –vm-bytes 256M
–timeout 30s runs CPU, I/O, and memory stressors simultaneously. The complete output
(saved in Complete Stress Test Results.txt) shows successful completion. The system
load average peaked at 3.90, but no process was killed. The kernel’s resource management
(CFS, I/O scheduling, OOM protection) handled the combined load gracefully.

Benchmarking with sysbench We ran CPU, memory, and file I/O benchmarks. The
results (saved in benchmarks.txt) show that the CPU benchmark achieved 519.86 events
per second (prime numbers up to 20000). The memory benchmark wrote 6946MiB/s with
1KiB blocks. The file I/O benchmark performed random reads/writes on 128 files (2GiB
total) achieving 33.77 MiB/s read and 22.51 MiB/s write.

In summary, Ubuntu’s kernel proved robust under stress: the CPU scheduler maintained
fairness, memory overcommit was handled without crashes, and I/O pressure did not stall
the system. The benchmarks provide quantitative performance baselines.
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5. Conclusion

This case study provided a comprehensive examination of Ubuntu 24.04 LTS from both
theoretical and practical perspectives. The analysis confirmed that Ubuntu employs
a mature, POSIX-compliant process model with systemd, NPTL threading, and the
Completely Fair Scheduler (CFS). The scheduler’s tunable parameters and nice-value
priorities were demonstrated. Synchronisation mechanisms (System V IPC, futexes) were
identified, though deadlock detection is disabled in production kernels for performance.
Memory management features virtual addressing, detailed procfs statistics, and an OOM
killer that activates when memory is exhausted. The monolithic kernel with loadable
modules and 364 system calls provides a stable and extensible foundation. The security
model combines discretionary access control, capabilities, and AppArmor mandatory access
control.

From a legal and ethical standpoint, Ubuntu respects open-source licences (GPL), offers
optional telemetry (disabled by default), follows responsible disclosure for vulnerabilities,
and ensures accountable use of resources via fair scheduling and memory limits.

The practical implementation successfully installed Ubuntu in a VM, configured monitoring
tools, analysed processes and threads, traced system calls (process creation and file
operations), and performed stress tests. The system remained responsive under CPU,
memory, I/O, and combined loads, demonstrating the robustness of the kernel’s resource
management. Benchmarks provided quantitative performance baselines.

In summary, Ubuntu serves as an excellent platform for learning and deploying operating
system concepts, balancing performance, security, and ethical responsibility.
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